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SupportAssist for Business PCs with Windows
OS Frequently Asked Questions

FAQs

Working with TechDirect
● How do I set up a TechDirect account?
● I have already set up a Dell My Account, can I use the same credentials to log in to TechDirect?

Managing SupportAssist preferences
● While configuring SupportAssist for business PCs, why are two options of frequency displayed in the Application Preferences

section?
● What is the difference between the options—Run scans in background and Run all remote scans and updates without end

user interaction?
● If you enable the Suppress end user notification in case reboot is needed after installation option, will the PC reboot

automatically?

Deploying SupportAssist for your business PCs
● I have SupportAssist for Home PCs installed on the PCs in my organization, can I deploy SupportAssist for business PCs on

the same PCs?
● What Dell accounts should I create before I begin the deployment?
● What are the uses of the SupportAssistUninstall_Cleanup.ps1 script?
● I have the SupportAssistCleanup.ps1 and CheckAndUninstall.ps1 scripts saved on my PC, can I still use them to cleanup my

PCs?

Upgrading SupportAssist on your PCs
● I have installed an older version of SupportAssist on the PCs in my organization. Should I upgrade to the latest SupportAssist

version?
● What is the expiry date for my SupportAssist installation?
● My PC fleet is running SupportAssist for business PCs version 2.4 or earlier, and I have opted for automatic updates. But,

SupportAssist is not automatically updated to the latest version. What do I do?
● My PC fleet is running SupportAssist for business PCs version 2.4 or earlier, and SupportAssist is automatically updated to

the latest version, but the latest version number is not displayed on the TechDirect PCs page. What do I do?
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Managing assets
● I have multiple SupportAssist administrators in my company. Some of the administrators have downloaded and deployed

SupportAssist to assets in their site. However, these assets running SupportAssist are not displayed in the Manage Assets
page. What could be the reason?

● Can I organize my assets in a group while deploying SupportAssist?

Optimizing your PCs
● SupportAssist does not run scheduled scans even if it is enabled on the PCs. Why?
● I have disabled the option of users opening and running SupportAssist on their PCs and enabled scans to run in the

background. However, SupportAssist displays notifications about updates for users in my company. What could be the
reason?

● What type of files are deleted during the Clean Files optimization?
● What are the benefits of performing the Clean Files optimization?
● What does the Tune Performance feature do?
● What are the benefits of performing the Tune Performance optimization?
● What does the Optimize Network feature do?
● What does the Remove Virus and Malware feature do?

SupportAssist user interface
● I have installed SupportAssist on my PC, but I am unable to open the user interface. What could be the reason?
● How can I check if any other application uses the 5700 port?
● I have allowed the users in my organization to view and use the SupportAssist user interface. But, they are unable to open

the user interface. What could be the reason?

Data consumption
● How much Internet data does SupportAssist consume for monitoring PCs?

Language support
● What are the languages supported by TechDirect?
● What are the languages supported by the SupportAssist user interface?

Miscellaneous
● Can I update the BIOS on a BitLocker enabled PC?
● When I try to run a BIOS or Driver update on the PCs that I manage, TechDirect displays a message that these updates are

already scheduled. But, the update is not installed, and after three days, TechDirect displays a message that these updates
are to be reviewed again. What could be the reason for this issue?

● Why are my users reporting that their PCs are occasionally slow or non-responsive?
● How do I repair SupportAssist?
● When can I see the PC utilization data on the Overview page in TechDirect?
● How do I verify if my proxy is configured in system context mode?
● How do I verify if the Dell server certificate revocation check is successful?
● How do I verify if the SupportAssist installation file is digitally signed?
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Working with TechDirect
● How do I set up a TechDirect account?

Your company should designate an administrator to set up your TechDirect account. This administrator must go to https://
tdm.dell.com and click Register Now to begin the enrollment process. As part of this process, the administrator adds
users with SupportAssist Administrator and SupportAssist Technician privileges, who then receive an email confirming their
enrollment and includes login details. Users who want to dispatch parts must first complete the free online certification
courses available within the TechDirect online portal. For more information, see https://tdm.dell.com.

● I have already set up a Dell My Account, can I use the same credentials to log in to TechDirect?

Yes, you can use the Dell My Account credentials to log in to TechDirect. But, you must first enroll your organization with
TechDirect using the same credentials.

Managing SupportAssist preferences
● While configuring SupportAssist for business PCs, why are two options displayed for frequency in the Application

Preferences section?

If your asset group contains PCs running SupportAssist for business PCs version 2.2.2 or earlier, and 2.3 or later, two options
to select the frequency are displayed.

○ For PCs running SupportAssist for business PCs version 2.3 or later, the administrator can configure the schedule scan
frequency separately for drivers and downloads updates, system optimizations, and hardware scans.

○ For PCs running SupportAssist for business PCs version 2.2.2 or earlier, the administrator can only configure the
schedule scan frequency generically for all the updates.

● What is the difference between the options—Run scans in background and Run all remote scans and updates without
end user interaction?
○ The Run scans in background, if enabled, allows scans initiated by SupportAssist to run in the background without the

need for user interaction. The user does not receive notifications when SupportAssist runs schedule scans on the PCs.
○ The Run all remote scans and updates without end user interaction, if enabled, allows administrators to remotely

optimize managed PCs without the need for user interaction. The user does not receive notifications when an
administrator triggers remote actions to run on the managed PCs.

● If I enable the Suppress end user notification in case reboot is needed after installation option, will the PC reboot
automatically?

No, the reboot is required only when drivers, firmware, and BIOS updates are performed. The PCs are not rebooted
automatically, and the updates are applied only when the user reboots the PC manually.

Deploying SupportAssist for Business PCs
● I have SupportAssist for Home PCs installed on the PCs in my organization, can I deploy SupportAssist for business

PCs on the same PCs?

No, you cannot install both the versions on the same PC. Before you install SupportAssist for business PCs, you must
uninstall SupportAssist for Home PCs from the PCs. To uninstall SupportAssist for Home PCs, deploy and run the
SupportAssistUninstall_Cleanup.ps1 script on the PCs.

If you are using the EXE to install SupportAssist for business PCs, SupportAssist for Home PCs is uninstalled automatically.

● What Dell accounts should I create before I begin the deployment?

You should set up a TechDirect account before you begin deploying SupportAssist. To enroll your organization with
TechDirect, go to https://tdm.dell.com.

● What are the uses of the SupportAssistUninstall_Cleanup.ps1 script?

The SupportAssistUninstall_Cleanup.ps1 script that is available in your SupportAssist for business PCs deployment package
performs the following:

○ Clears the registry entries, services, and folders related to SupportAssist, from the PC.
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○ Checks and uninstalls Dell SupportAssist for Home PCs or SupportAssist for ProManage if it is installed on the PC.

You can also use the SupportAssistUninstall_Cleanup.ps1 script to clean up PCs running older versions of SupportAssist.

● I have the SupportAssistCleanup.ps1 and CheckAndUninstall.ps1 scripts saved on my PC, can I still use them to cleanup
my PCs?

No, it is recommended that you download and use the SupportAssistUninstall_Cleanup.ps1 script from the SupportAssist
for business PCs version 2.3 or later deployment package.

Updating SupportAssist on your PCs
● I have installed an older version of SupportAssist for business PCs on the PCs in my organization. Should I update to

the latest SupportAssist version?

If the PCs in your organization are running SupportAssist for business PCs version 2.1 or earlier, it is recommended that you
update to the latest version. Updating to the latest version enables you to receive full benefits of the updated SupportAssist
features.

● What is the expiry date for my SupportAssist installation?

All SupportAssist installations have expiry dates. If SupportAssist is about to expire or has expired, you must update to the
latest version of SupportAssist on the target PCs to ensure continued support. Updating to the latest version enables you to
receive full benefits of the updated SupportAssist features.

The following table lists the validity of each version of SupportAssist:

Table 1. SupportAssist release version and validity 

Release version Validity

1.5.0.0 Expired

1.6.0.107 Expired

1.7.0.57 Expired

2.0.0.220 Expired

2.0.1.43 Expired

2.0.2.6 Expired

2.1.0.294 Expired

2.1.1.219 Expired

2.1.2.16 Expired

2.1.3.2 Expired

2.1.4.135 Expired

2.1.5.101 Valid until October 30, 2021

2.2.0.144 Valid until March 21, 2022

2.2.1.76 Valid until March 21, 2022

2.2.2.5 Valid until March 21, 2022

2.3.0.125 Valid until August 18, 2022

2.4.0.39 Valid until August 18, 2022

2.4.1.23 Valid until August 18, 2022

3.0.0.34 Valid until February 19, 2023

3.1.0.64 Valid until April 7, 2023
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● My PC fleet is running SupportAssist for business PCs version 2.4.1 or earlier, and I have opted for automatic updates.
But, SupportAssist is not automatically updated to the latest version though the PCs are online and the updates are
available for more than two weeks. What should I do?

Perform the following steps:

1. Uninstall SupportAssist from your PC fleet.
2. Download SupportAssist from TechDirect.
3. Redeploy SupportAssist on your PC fleet.

● My PC fleet is running SupportAssist for business PCs version 2.4.1 or earlier, and SupportAssist is automatically
updated to the latest version, but the latest version number is not displayed on the PCs page of TechDirect. What
should I do?

Perform the following steps:

1. Uninstall SupportAssist from your PC fleet.
2. Download SupportAssist from TechDirect.
3. Redeploy SupportAssist on your PC fleet.

Managing assets
● I have multiple SupportAssist administrators in my company. Some of the administrators have downloaded and deployed

SupportAssist to assets in their site. However, these assets running SupportAssist are not displayed in the Manage
Assets page. What could be the reason?

Ensure that every administrator of your company has saved at least one SupportAssist configuration with primary and
secondary contact details. After a configuration is created, when the assets are online and can connect to Internet and Dell
backend, the asset information is displayed in the Manage Assets page within 24 hours.

● Can I organize my assets in a group while deploying SupportAssist?

Yes, if your PCs are running SupportAssist for business PCs version 2.2 and later, you can organize the assets under specific
groups in TechDirect.

Optimizing your PCs
● SupportAssist does not run scheduled scans even if it is enabled on the PCs. Why?

SupportAssist runs a scheduled scan on the PC only if the following criteria are met at the time of the scan:

○ If the PC is connected to an electrical outlet, the battery percentage must be greater than 50%.
○ If the PC is not connected to an electrical outlet, the battery runtime must be greater than one hour.
○ User is not performing any tasks on the PC.

● I have disabled the option of users opening and running SupportAssist on their PCs and enabled scans to run in the
background. However, SupportAssist displays notifications about updates for users in my company. What could be the
reason?

SupportAssist displays notifications about remote optimization tasks initiated by the administrators in TechDirect. However,
if the administrators have enabled the Run all remote scans and updates without end user interaction option on the
TechDirect Preferences page, SupportAssist does not display notifications about remote optimizations tasks to the user.

● What type of files are deleted during the Clean Files optimization?

The Clean Files feature clears temporary, redundant, and other unwanted files from the PC. Some examples of unwanted
files are:

○ Browser data
○ Temporary files that are saved during installation and uninstallation of applications
○ Logs that are created by various programs running on the PC

● What are the benefits of performing the Clean Files optimization?

Following are the benefits of running the Clean Files optimization regularly:
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○ Improved utilization of hard disk space
○ Improved PC performance
○ Lesser errors and warnings reported from the PC

● What does the Tune Performance feature do?

The Tune Performance feature adjusts the power settings, registry files, and memory allocations to maximize the processing
speed of the PCs by:

○ Checking the registry for invalid entries, missing file references, or broken links and deleting them
○ Checking if the essential services that impact the user experience, are running
○ Preventing nonessential services from loading automatically

● What are the benefits of performing the Tune Performance optimization?

Following are the benefits of tuning PC performance regularly:

○ Improved PC performance and stability
○ Reduced PC start time
○ Faster loading of applications

● What does the Optimize Network feature do?

The Optimize Network feature improves the performance of browsers and optimizes the network connectivity to provide an
efficient and reliable network by:

○ Identifying and clearing unwanted browser files
○ Updating device settings to ensure safe connectivity
○ Performing multiple checks and optimizing the TCP or IP settings and Internet or browser settings

● What does the Remove Virus and Malware feature do?

The Remove Virus and Malware feature isolates, deletes, and restores files that are corrupted by viruses and malware on the
PCs to keep them secure by:

○ Scanning key locations on the PC to detect active threats
○ Scanning and fixing issues related to Windows services that are essential for PC security

SupportAssist user interface
● I have installed SupportAssist on my PC, but I am unable to open the user interface. What could be the reason?

SupportAssist requires 5700 port to open the SupportAssist interface. If any other application uses the 5700 port,
SupportAssist does not open in your PC. Also, ensure that Transport Layer Security (TLS) 1.2 is enabled to use
SupportAssist.

● How can I check if any other application uses the 5700 port?

SupportAssist requires 5700 port to open the SupportAssist interface. Perform the following steps to check if any other
application uses the 5700 port:

1. Click Start to open the programs menu.
2. Search and open Services.
3. In the right pane, click Dell SupportAssist for Business PCs.
4. In the left pane, click Stop.
5. From the programs menu, search and open the Command Prompt.
6. Type netstat -a -v | findstr /C:"5700" and press Enter.

○ If no application is using the 5700 port, no result is displayed.
○ If any other application is using the 5700 port, the port number and LISTENING status are displayed.

7. Restart the Dell SupportAssist for Business PCs service.

● I have allowed the users in my organization to view and use the SupportAssist user interface. But, they are unable to
open the user interface. What could be the reason?

To open the SupportAssist user interface, ensure that the security level for the PC is set to Medium-high, Medium,
Medium-low, or Low for the Local intranet zone. To set the security level, perform the following steps:

1. Click Start to open the programs menu.
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2. Search and open Internet Options.
3. Click the Security tab.
4. Select the Local intranet zone.
5. Set the security level.
6. Click Apply and click OK.

Data consumption
● How much Internet data does SupportAssist consume for monitoring PCs?

SupportAssist requires Internet connectivity for its operations. The following table lists the frequency and average data that
is consumed for monitoring 100 PCs:

Table 2. Average data consumption 

Event Frequency of the event Data consumption (in KB)

Registering SupportAssist Once after deployment 802

Sending routine PC monitoring
information

Once every 24 hours after deployment 241

Sending periodic PC monitoring
information

Every 30-45 days after deployment 210435

Sending alert and PC state information When an alert is detected 30

Verifying PC warranty information Once after deployment 7

Creating support request When an alert qualifies for creation of a
support request

159

Checking for updates Once every week 30

Checking for configuration updates Once every 24 hours 31

PC insights Once every hour 2320

NOTE: For drivers, BIOS, and firmware updates, the data consumption value varies depending on the number of

updates.

Language support
● What are the languages supported by TechDirect?

TechDirect supports 11 languages—Chinese (Simplified), Chinese (Traditional), English, French, German, Italian, Japanese,
Korean, Iberian Portuguese, Russian, and Spanish.

● What are the languages supported by the SupportAssist user interface?

The SupportAssist user interface supports 11 languages—Chinese (Simplified), Chinese (Traditional), English, French,
German, Italian, Japanese, Korean, Iberian Portuguese, Russian, and Spanish.

NOTE: The users in your organization can view the SupportAssist user interface only if you have enabled the Allow

users to open and run SupportAssist on their PCs option on the TechDirect Preferences page.

Miscellaneous
● Can I update the BIOS on a BitLocker enabled PC?
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Yes, for PCs running SupportAssist for business PCs version 2.2 and later, BitLocker is automatically suspended and enabled
after BIOS updates. However, for PCs running SupportAssist for business PCs version 2.2 or earlier, you must disable the
BitLocker encryption manually.

● When I try to run a BIOS or Driver update on the PCs that I manage, TechDirect displays a message that these updates
are already scheduled. However, the update is not installed, and after three days, TechDirect displays a message that
these updates are to be reviewed again. What could be the reason for this?

When you schedule BIOS, driver, or other updates on the PCs, the task is queued. For SupportAssist to run the tasks, the
PC must be online and be able to connect to the Internet and Dell backend. If the connection is not successful, the task is
timed out and TechDirect allows you to schedule the update again.

● Why are my users reporting that their PCs are occasionally slow or non-responsive?

When SupportAssist is running diagnostic tests, CPU and memory utilization increase until the tests are complete. This could
make the PC slow or unresponsive until the tests are complete.

● How do I repair SupportAssist?

If SupportAssist is not working as expected, perform the following steps to repair SupportAssist:

1. Open Command Prompt with administrator rights.
2. Run one of the following commands depending on deployment package format:

○ If you have deployed SupportAssist using the MSI deployment package, run msiexec /fomusv <path of the
folder where you extracted the SupportAssist MSI file>/qn
Ensure that you use the same MSI file that was used during the deployment of SupportAssist for business PCs.

○ If you have deployed SupportAssist using the EXE deployment package, run <path of the folder where you
extracted the SupportAssist executable file> repair
Ensure that you use the same EXE file that was used during the deployment of SupportAssist for business PCs.

3. To restart the SupportAssist services, reboot the PC.

NOTE: You cannot repair SupportAssist if you have modified the SupportAssist registry entries and database after

deployment.

● When can I see the PC utilization data on the Overview page in TechDirect?

The PC utilization data is displayed on the Overview page if one or more criteria is met:

○ More than one operating system crash has occurred on the PC.
○ Memory utilization is greater than 75%.
○ CPU usage is high.
○ Installed memory is lesser than or equal to 4 GB.
○ Battery runtime is less than 2 hours.
○ Storage remaining is less than 10%.
○ Application failures are greater than 5.
○ Battery health is less than 30%.

NOTE: The performance and utilization data are not available for PCs with Basic or Expired service plan.

● How do I verify if my proxy is configured in system context mode?

Perform the following steps to verify if your proxy is configured in system context mode:

1. Download Microsoft PsTools Suite from the Microsoft website and extract the files to a folder.
2. Open Command Prompt with administrator rights.
3. Change the working directory to the folder where you extracted Microsoft PsTools Suite.
4. To open the command prompt in system context mode, run psexec -i -s cmd.exe. A new command prompt

window is opened in system context mode.
5. Change the working directory to the Internet Explorer installation folder and run iexplore.exe in system context

mode.
6. Verify the proxy settings in Internet Options > Connections > LAN Settings.

● How do I verify if the Dell server certificate revocation check is successful?

Perform the following steps to verify if the Dell server certificate revocation check is successful:

1. Download Microsoft PsTools Suite from the Microsoft website and extract the files to a folder.
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2. Open Command Prompt with administrator rights.
3. Change the working directory to the folder where you extracted Microsoft PsTools Suite.
4. To open the command prompt in system context mode, run psexec -i -s cmd.exe. A new command prompt

window is opened in system context mode.
5. Change the working directory to the Internet Explorer installation folder and run iexplore.exe in system context

mode.
6. In Internet Explorer, go to https://www.dell.com/ and download the certificate.

To download the certificate, click the padlock icon on the address bar, and click View certificates. In the Certificate
window, click the Details tab, click Copy to File..., and follow the instructions in the Certificate Export Wizard.

7. In the Command Prompt, run certutil.exe -verify <Path_of_certificate>. A confirmation message is
displayed if the certificate revocation check is successful.

NOTE: If the certificate revocation check fails, SupportAssist does not work as expected.

● How do I verify if the SupportAssist installation file is digitally signed?

Perform the following steps to verify if the SupportAssist installation file is digitally signed:

1. Right-click SupportAssistx64.exe or SupportAssistx64.msi and select Properties.

2. Select the Digital Signatures tab.
3. In the Signature list section, select Dell Inc and click Details.

If the installation file is signed, the This digital signature is OK. message is displayed in the Digital Signature
Information section.

Resources
This section lists the documentation resources and other useful links that provide more information about SupportAssist for
business PCs.

Table 3. Resources 

For more information about See Available at

Onboarding to TechDirect, configuring,
downloading, and deploying
SupportAssist on the PC fleet

IT Administrators—SupportAssist for
Business PCs with Windows OS
Deployment Guide

SupportAssist for Business PCs
documentation page

Partners—SupportAssist for Business
PCs with Windows OS Deployment
Guide for Partners

Using TechDirect to manage your PCs
running SupportAssist for business PCs

SupportAssist for Business PCs with
Windows OS Administrator Guide

Frequently asked questions and answers
about SupportAssist for business PCs

SupportAssist for Business PCs
with Windows OS Frequently Asked
Questions

Setting up SupportAssist for business
PCs

SupportAssist for Business PCs with
Windows OS Quick Setup Guide

Data collected from various components
of your PC

SupportAssist for Business PCs with
Windows OS Data Collected from
Connected PCs

Summary of recent changes,
enhancements, known issues, and
limitations in the release

SupportAssist for Business PCs with
Windows OS Release Notes

Using SupportAssist that is configured
and deployed on your PC by your
administrator

SupportAssist for Business PCs with
Windows OS User's Guide
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Table 3. Resources (continued)

For more information about See Available at

Enrolling your organization, managing
SupportAssist alerts, and parts dispatch
requests in TechDirect

TechDirect home page https://techdirect.dell.com

SupportAssist benefits and features SupportAssist home page SupportAssist for Business PCs home
page
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Notes, cautions, and warnings

NOTE: A NOTE indicates important information that helps you make better use of your product.

CAUTION: A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid the

problem.

WARNING: A WARNING indicates a potential for property damage, personal injury, or death.

© 2020 - 2021 Dell Inc. or its subsidiaries. All rights reserved. Dell, EMC, and other trademarks are trademarks of Dell Inc. or its subsidiaries.
Other trademarks may be trademarks of their respective owners.
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