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Release Summary
This release includes new features, enhancements, and bug fixes to SupportAssist and TechDirect.

Version
3.1.0.64

Release date
October 2021

Priority and recommendations
RECOMMENDED: Dell Technologies recommends applying this update during your next scheduled update cycle. The update
contains feature enhancements or changes that help keep your system software current and compatible with other system
modules (firmware, BIOS, drivers, and software).

NOTE: If the PCs in your organization are running an older version of SupportAssist for business PCs, ensure that you

update to the latest version. Updating to the latest version ensures that you experience full benefits of the enhanced

SupportAssist features.

Compatibility
SupportAssist is supported on the following Dell devices:
● Laptops and desktops:

○ Latitude
○ Precision
○ OptiPlex
○ Inspiron
○ XPS
○ Alienware
○ Vostro

● Docking stations

NOTE: SupportAssist is not supported on virtual machines.
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Prerequisites for deploying SupportAssist

PC requirements

The following are the requirements that a target PC must meet for successful deployment of SupportAssist:

● Operating system—Microsoft Windows 8, 8.1, 10, or 11.
● Software:

○ Microsoft .NET Framework 4.7.2
○ PowerShell script execution must be enabled on the PCs.

● Installed memory—4 GB (recommended)
● Web browser—latest version of Google Chrome, Microsoft Edge, or Mozilla Firefox.
● Ports:

○ 5700—to open the SupportAssist user interface.
○ 9012—to communicate with Dell SupportAssist service. If this port is not available, SupportAssist uses another available

port.
○ 8884—to communicate with Dell support website.

Network requirements

The following are the network requirements that a target PC must meet for successful deployment of SupportAssist:

● The target PC must have active Internet connection.
● Transport Layer Security (TLS) version 1.2 must be enabled.
● Elevation of the SupportAssistUI.exe launch command must be enabled on the PCs.

● The PCs must be able to connect to the following destinations:
○ https://sacommercial.apis.dell.com
○ https://saservices.dell.com
○ https://downloads.dell.com
○ https://dl.dell.com
○ https://www.dell.com
○ https://agent-api.sa.insights.dell.com
○ https://apigtwb2c.us.dell.com
○ https://content.dellsupportcenter.com
○ https://hb.apis.dell.com
○ https://api.agent.dcca.dell.com
○ https://remediation.dell.com

To verify if the above destinations are reachable from the PCs, run the SupportAssist self-diagnosis test. For more
information, see the SupportAssist for Business PCs with Windows OS Deployment Guide available on the SupportAssist
for Business PCs documentation page.

NOTE: To allow communication, verify the firewall settings on the PCs.

● Gateway or firewall—if the PCs connect to the Internet through a proxy server and if you do not want to configure the
proxy in system context mode, ensure that you configure the gateway or firewall to allow communication to the following
destinations:
○ http://crl.entrust.net/level1k.crl
○ http://www.entrust.net/rpa
○ http://ocsp.entrust.net
○ http://aia.entrust.net/l1k-chain256.cer
○ http://crl3.digicert.com/DigiCertGlobalRootCA.crl
○ http://crl4.digicert.com/DigiCertGlobalRootCA.crl
○ http://ocsp.digicert.com
○ https://www.digicert.com/CPS
○ https://remediation.dell.com
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New and enhanced features
● Ability to create, manage, and deploy customized PC update catalogs.
● Ability to view fleet metrics on capabilities through performance indicators (KPIs).
● Support for partners to deploy and manage the PC fleet of their clients.
● Option to transfer site ownership between Connect and manage users.
● Ability to view and remove information about PCs that have not connected to Dell in last 30 days.
● Support for Windows 11 operating system.
● General enhancements and bug fixes.

Known issues

Remediation rules not available in the new site

Description If you upgrade to the latest version of SupportAssist for business PCs after you have already created
remediation rules for your PC fleet in a site, the previously created remediation rules are not available in
the new site.

Workaround Modify the applicable rules to include them in the new site.

Tracking number 4153

Versions affected 3.1

Insights service may not work as expected

Description If you upgrade from Microsoft Windows 10 operating system to Windows 11, the Dell Insights service may
not work as expected.

Workaround Reinstall SupportAssist for business PCs on the PC fleet.

Tracking number 25860

Versions affected 3.1

Registry entries are not deleted during uninstallation

Description While uninstalling SupportAssist for business PCs, some registry entries are not deleted. Therefore, a new
version of SupportAssist cannot be installed on these PCs.

Workaround Run the SupportAssistUninstall_Cleanup.ps1 script and retry installation.

Tracking number 1685

Versions affected All versions

Fixed issue
3163: In certain environments, SupportAssist for business PCs failed to validate certificates if Internet Explorer proxy was used
for Internet connectivity. Therefore, SupportAssist was unable to connect to Dell backend successfully.

Limitations
● SupportAssist is not supported on virtual machines.
● SupportAssist does not automatically perform diagnostic tests on components that require user intervention.
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● SupportAssist does not support Transport Layer Security (TLS) versions—1.0 and 1.1.
● If Full Secure Sockets Layer (SSL) Inspection is enabled in system context mode, SupportAssist may not work as expected.
● A client can be managed by only one partner.

Resources
This section lists the documentation resources and other useful links that provide more information about SupportAssist for
business PCs.

Table 1. Resources 

For more information about See Available at

Onboarding to TechDirect, configuring,
downloading, and deploying
SupportAssist on the PC fleet

IT Administrators—SupportAssist for
Business PCs with Windows OS
Deployment Guide

SupportAssist for Business PCs
documentation page

Partners—SupportAssist for Business
PCs with Windows OS Deployment
Guide for Partners

Using TechDirect to manage your PCs
running SupportAssist for business PCs

SupportAssist for Business PCs with
Windows OS Administrator Guide

Frequently asked questions and answers
about SupportAssist for business PCs

SupportAssist for Business PCs
with Windows OS Frequently Asked
Questions

Setting up SupportAssist for business
PCs

SupportAssist for Business PCs with
Windows OS Quick Setup Guide

Data collected from various components
of your PC

SupportAssist for Business PCs with
Windows OS Data Collected from
Connected PCs

Summary of recent changes,
enhancements, known issues, and
limitations in the release

SupportAssist for Business PCs with
Windows OS Release Notes

Using SupportAssist that is configured
and deployed on your PC by your
administrator

SupportAssist for Business PCs with
Windows OS User's Guide

Enrolling your organization, managing
SupportAssist alerts, and parts dispatch
requests in TechDirect

TechDirect home page https://techdirect.dell.com

SupportAssist benefits and features SupportAssist home page SupportAssist for Business PCs home
page

Contact Dell
Dell provides several online and telephone-based support and service options. Availability varies by country or region and
product, and some services may not be available in your area. If you do not have an active Internet connection, you can find
contact information in your purchase invoice, packing slip, bill, or Dell product catalog.

1. To contact Dell for sales, technical support, or customer service issues, perform the following steps:

a. Go to https://www.dell.com/support.
b. Select your country or region in the selection list at the bottom of the page.
c. Click Contact Support and select the appropriate support link.

2. To find manuals and documents, perform the following steps:

a. Go to https://www.dell.com/support.
b. Click Browse all products.
c. Select the appropriate product category and then select the desired product.
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d. To view or download the manuals and documents, click the Documentation tab.

You can also directly access the manuals and documents for Serviceability Tools from https://www.dell.com/
serviceabilitytools.
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Notes, cautions, and warnings

NOTE: A NOTE indicates important information that helps you make better use of your product.

CAUTION: A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid the

problem.

WARNING: A WARNING indicates a potential for property damage, personal injury, or death.

© 2020 - 2021 Dell Inc. or its subsidiaries. All rights reserved. Dell, EMC, and other trademarks are trademarks of Dell Inc. or its subsidiaries.
Other trademarks may be trademarks of their respective owners.
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