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Notes, cautions, and warnings
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WARNING: A WARNING indicates a potential for property damage, personal injury, or death.
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About this document
This document provides the guidelines and instructions to be followed when deploying VMware vSAN on Dell EMC PowerEdge
servers. It also provides the supported configurations and the required information for building a vSAN ReadyNode or scaling an
existing vSAN ReadyNode.
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Introduction to VMware vSAN
VMware vSAN is a hyper-converged, software defined storage platform that is completely integrated with VMware vSphere.
vSAN aggregates locally attached disks from the hosts participating in the vSphere cluster, creating a distributed shared vSAN
datastore. vSAN is the first policy driven storage solution from VMware that is designed for simplifying storage provisioning and
management in vSphere environments. To achieve fault tolerance and performance, the virtual machines that are deployed on a
vSAN datastore use VM level storage policies. For more information about vSAN, see VMware vSAN product page.

VMware vSAN provides a two tier architecture consisting of a caching tier and a capacity tier. VMware provides two different
configuration options for vSAN—All-Flash and Hybrid. The All-Flash configuration uses flash devices for both the cache layer
and the capacity layer. The Hybrid configuration uses flash devices in cache layer for optimal performance and magnetic disks to
increase the capacity and persistent data storage.

You can build a vSAN cluster by using one of the following options:

● Select from the list of Dell EMC vSAN Ready Nodes
● Build your own based on certified components

vSAN provides various features such as storage policy-based management, encryption for data-at-rest, stretched clusters, and
checksum.

Figure 1. vSAN high-level architecture
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https://www.vmware.com/products/vsan.html


vSAN ReadyNode (vSRN)
A vSRN is a certified hardware form factor for vSAN deployment, which is recommended by the server OEM and VMware.
vSRN is ideal for larger data center environments looking for hyper-converged building blocks for automation. The predefined
hardware configuration is certified with specific versions of vSAN and listed in the VMware Compatibility Guide (VCG). Dell
EMC provides multiple vSAN ReadyNodes that are built on PowerEdge servers and certified to run different VMware vSAN
versions. For more information, see VMware Compatibility Guide for Dell EMC. Each Dell EMC vSRN contains predefined
components such as processor, memory, network, storage I/O Controller, HDDs, and SSDs combined with a VMware ESXi
certified PowerEdge server. So, multiple ReadyNode options on different performance profiles are available to meet various
types of workload requirements. For more information, see vSAN Hardware Quick Reference Guide. To understand the
correlation between ESXi builds and vSAN versions, see ESXi-vSAN versioning.

vSRNs contain the following features:

● vSRN are classified into All Flash (AF) and Hybrid (HY) profiles
NOTE: The vSRN profile is created based on different design considerations. For more information, see vSAN Hardware

Quick Reference Guide.

● AF contains only SSD drives (SAS/SATA/NVMe) that are required for both cache and capacity tier
● HY vSRNs use HDDs in capacity tier and SSDs in caching tier

NOTE: For more information about the components that can be changed in vSRN and the components that are not

suitable for vSRN, see VMware blog.

Following are the conditions to replace the drives in vSAN:

● Dell EMC vSRNs are available in multiple profiles to meet various workload requirements. Dell EMC provides NVMe AF
ReadyNodes that have high-performance NVMe drives used in cache and capacity tiers.

NOTE: Dell EMC offers vSAN with NVMe All Flash vSRNs configuration and the cache and capacity tiers that are

configured with high-performance NVMe drives.

● Drives that are part of cache tier and capacity tier can be replaced with the drives having increased capacity size,
performance class, and endurance class. Ensure that the drives that are selected for replacements are listed in VCG.

● VMware and Dell EMC recommends that you use a homogenous vSAN cluster.
NOTE: If you want to replace the drive with a different model, ensure that the previous condition is satisfied. However,

you may face performance issues when you replace the drive with a different model.

● When the capacity tier drive is replaced with a higher capacity drive, the overall size of vSAN increases accordingly.
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https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsan
https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsan&details=1&vsan_type=vsanreadynode&vsan_partner=23&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
https://www.vmware.com/resources/compatibility/pdf/vi_vsan_profile.pdf
https://kb.vmware.com/s/article/2150753
https://www.vmware.com/resources/compatibility/vsan_profile.html
https://www.vmware.com/resources/compatibility/vsan_profile.html
https://blogs.vmware.com/virtualblocks/2017/03/14/can-cannot-change-vsan-readynode/


User-defined vSAN cluster or build your own
configurations

User-defined vSAN cluster allows you to build your own configurations. So, User-defined vSAN cluster is also called as build your
own configurations.

You can deploy vSAN by using one of the following:

● vSRN—Dell EMC predefined vSAN ReadyNodes supported by both Dell EMC and VMware.
● Create your own configuration or user-defined vSAN cluster—You can build a vSAN cluster by selecting individual software

and hardware components. The software components include driver versions, firmware versions, and so on. The hardware
components include the server model, processor, Memory, Storage I/O controller, NIC, HDDs, SSDs, and so on.

NOTE: Dell EMC recommends that you use Dell EMC vSAN ReadyNodes for HCI solutions, because the certified

ReadyNodes go through extensive certification. However, Dell EMC supports user-defined configuration that is created

by selecting the components from the VCG.

NOTE: Before selecting the cache and capacity tiers, you must ensure that the right endurance and performance category

based drives are selected for cache tier. The VCG provides the list of drives that are compatible for cache or capacity tier

and All Flash or Hybrid profiles.

NOTE: Dell EMC recommends that you refer to the footnotes added to the Dell EMC vSAN ReadyNode configurations as

they may be applicable for user-defined vSAN clusters as well.

NOTE: For more information about best practices that must be followed before creating your own vSAN cluster, see vSAN

Design and Sizing Guide.

Topics:

• Support limitations for User-defined vSAN cluster
• vSAN firmware catalog

Support limitations for User-defined vSAN cluster
User-defined vSAN cluster has the following limitations:
● Dell EMC recommends that you use HBA330, HBA345 and HBA355 controller based ReadyNodes from the 13th generation

of PowerEdge servers.
● H730/H740 RAID controllers are not certified and supported for vSAN on Dell EMC 14th generation PowerEdge servers.
● Dell EMC does not support Heterogeneous OS configuration within a vSAN cluster. For example, a vSAN cluster cannot have

servers with ESXi 6.5.x and 6.7.x branches.
● Dell EMC does not support the use of SED drives with hardware encryption enabled. However, SEDs are used in vSAN

environment with hardware encryption turned off.
● The 4Kn drives are not supported in vSAN environment.
● For VMware ESXi, Dell EMC supports various boot devices such as IDSDM-based SD cards, BOSS-S1 controllers, On board

SATA, and rear drives. For more information about the various boot devices that are supported in vSAN environment, see
Virtual SAN Considerations When Booting from a Flash Device

vSAN firmware catalog
The intent of VMware vSAN firmware catalogs is to provide supported and certified firmware versions for the selected
vSAN Ready Nodes. The firmware catalog, when used along with Dell EMC's customized VMware ESXi ISO images, provides
a "desired state" for customers. The vSAN firmware catalog has the specific firmware versions for all supported vSAN
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https://blogs.vmware.com/virtualblocks/resource/vmware-virtual-san-design-sizing-guide-6-6/
https://blogs.vmware.com/virtualblocks/resource/vmware-virtual-san-design-sizing-guide-6-6/
https://i.dell.com/sites/doccontent/shared-content/data-sheets/en/Documents/Dell-PowerEdge-RAID-Controller-H730.pdf
http://i.dell.com/sites/doccontent/shared-content/data-sheets/en/Documents/Dell-PowerEdge-RAID-Controller-H740P.pdf
https://blogs.vmware.com/virtualblocks/2016/03/18/virtual-san-design-considerations-for-booting-from-a-flash-device/


components when used with the corresponding Dell EMC customized ESXi image. Together these two products provide an
easy path to the desired vSAN cluster state.

For more information, see Firmware Catalog for Dell EMC's vSAN Ready Nodes and Firmware catalog for Dell customized
VMware ESXi images.

NOTE: This firmware catalog is meant to be used only for Dell EMC's VMware vSAN Ready Nodes installed on PowerEdge

R740xd, R740 and R640. This catalog is unsupported for VMware ESXi use cases or any other vSAN Ready Nodes that Dell

EMC supports. For VMware ESXi use cases other than vSAN, see the firmware catalog released for Dell EMC's VMware

ESXi. Request additional guidance from your aligned Dell account team if you need further details.
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https://www.dell.com/support/kbdoc/en-us/000183111/firmware-catalog-for-dellemc-s-vsan-ready-nodes
https://www.dell.com/support/kbdoc/en-in/000126599/firmware-catalog-for-dell-customized-vmware-esxi-images
https://www.dell.com/support/kbdoc/en-in/000126599/firmware-catalog-for-dell-customized-vmware-esxi-images
https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsan&details=1&vsan_type=vsanreadynode&vsan_partner=23&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsan&details=1&vsan_type=vsanreadynode&vsan_partner=23&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
https://www.dell.com/support/kbdoc/en-in/000126599/firmware-catalog-for-dell-customized-vmware-esxi-images
https://www.dell.com/support/kbdoc/en-in/000126599/firmware-catalog-for-dell-customized-vmware-esxi-images


Getting help

Topics:

• Contacting Dell EMC
• Related information for vSAN
• Documentation resources

Contacting Dell EMC
Dell EMC provides several online and telephone based support and service options. If you do not have an active internet
connection, you can find contact information about your purchase invoice, packing slip, bill, or Dell EMC product catalog.
Availability varies by country and product, and some services may not be available in your area.

To contact Dell EMC for sales, technical assistance, or customer service issues:

1. Go to Dell.com/support.

2. Select your country from the drop-down menu on the lower right corner of the page.

3. For customized support:

a. Enter your system Service Tag in the Enter your Service Tag field.
b. Click Submit.

The support page that lists the various support categories is displayed.

4. For general support:

a. Select your product category.
b. Select your product segment.
c. Select your product.

The support page that lists the various support categories is displayed.

5. For contact details of Dell EMC Global Technical Support:

a. Click Global Technical Support.
b. The Contact Technical Support page is displayed with details to call, chat, or email the Dell EMC Global Technical

Support team.

Related information for vSAN
Table 1. Related information for vSAN 

If you need information about See

Dell EMC vSAN ReadyNodes Dell EMC VMware vSAN ReadyNodes

VMware vSAN User-Defined configurations VMware vSAN User-Defined VCG

Technical support resources

● vmware.com/support
● Knowledge base
● Dell and VMware product page
● Dell.com/support/home
● Dell.com/services
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https://www.dell.com/support/home/us/en/19
https://www.dell.com/support/incidents-online/us/en/19/contactus
https://www.dell.com/en-us/work/shop/povw/virtual-san-ready-nodes
https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsan
https://www.vmware.com/support/virtual-san.html
https://kb.vmware.com/s/
https://www.dell.com/support/home/en-us/product-support/product/vmware-esxi-7.x/overview
HTTPs://WWW.DELL.COM/SUPPORT/HOME/US/EN/19
HTTPS://WWW.DELL.COM/EN-US/WORK/LEARN/IT-SUPPORT-LIFECYCLE


Discussion forums

● Communities.vmware.com/community/vmtn/vsan

Documentation resources
This section provides information about the documentation resources.

Table 2. Additional documentation resources for vSAN 

Document Location

VMware vSAN docs.vmware.com/en/VMware-vSAN/index.html

Trending support issues, Informational KBs
and Best Practices for VMware vSAN

https://kb.vmware.com/s/article/2150754

Dell EMC vSphere support documents https://www.dell.com/support/home/en-us/product-support/product/
vmware-esxi-7.x/docs

https://www.dell.com/support/home/product-support/product/vmware-
esxi-6.7.x/manuals

https://www.dell.com/support/home/product-support/product/vmware-
esxi-6.5.x/research
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https://communities.vmware.com/community/vmtn/vsan/
https://docs.vmware.com/en/VMware-vSAN/index.html
https://kb.vmware.com/s/article/2150754
https://www.dell.com/support/home/en-us/product-support/product/vmware-esxi-7.x/docs
https://www.dell.com/support/home/en-us/product-support/product/vmware-esxi-7.x/docs
https://www.dell.com/support/home/product-support/product/vmware-esxi-6.7.x/manuals
https://www.dell.com/support/home/product-support/product/vmware-esxi-6.7.x/manuals
HTTPS://WWW.DELL.COM/SUPPORT/HOME/PRODUCT-SUPPORT/PRODUCT/VMWARE-ESXI-6.5.X/RESEARCH
HTTPS://WWW.DELL.COM/SUPPORT/HOME/PRODUCT-SUPPORT/PRODUCT/VMWARE-ESXI-6.5.X/RESEARCH
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